2.
An toan théng tin 14 hoc phan kién thtrc co so khéi nganh va nganh ctia chuong trinh dao
tao dai hoc nganh Cong ngh¢ thong tin. Hoc phén duoc bd tri giang day sau hoc phén
Toan rdi rac va Mang may tinh. Hoc phan trang bi cho sinh vién nhiing kién thirc co ban
vé cac khai niém mang tinh chat co s¢ cia linh vuc an toan mang, nguyén 1y hoat dong
clia cac giai thuat ma hoa ddi xtimg hién dai va so d6 ma hoa khéi tong quat Feistel. Cac
phuong thirc ma hoéa lién hop nhiéu khéi va cach thirc chung quan 1y cac khoa bi mat.
Céc ung dung bao mat, chit ky sd, va trao doi khéa bi mat ctia mat ma khoa cong khai.

Céc co ché xac thuc thong bao va tic gia cua thong bao. Cac tng dung cua cac phuong

TRUONG PAI HOC KNH TE - KY THUAT CONG NGHIEP
KHOA CONG NGHE THONG TIN
BO MON: MANG MAY TiNH VA CONG NGHE PA PHUONG TIEN

PE CUONG CHI TIET
HQC PHAN: AN TOAN THONG TIN

THONG TIN CHUNG

Tén hoc phan (tiéng Viét):
Tén hoc phan (tiéng Anh):
Ma mon hoc:

Khoa/Bd mon phu trach:

Giang vién phu trach chinh:

GV tham gia giang day:
Sb tin chi:

S tiét Ly thuyét:

S6 tiét TH/TL:

S6 tiét Ty hoc:

Tinh chat ctia hoc phan:
Hoc phan hoc trudc:
Hoc phan tién quyét:

Céc yéu cau cua hoc phan:

MO TA HQC PHAN

AN TOAN THONG TIN
NETWORK SECURITY

Mang may tinh va cong nghé da phuong tién
Ths. Nguyén Hoang Chién

Email: nhchien@uneti.edu.vn

Ths. Nguyén Thu Hién, Pao Thuy Anh.

3 (39, 12, 45, 90)
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39+12/2 = 15 tuan x 3 tiét/tudn

90

Bit budc

Mang may tinh
Mang may tinh

Sinh vién c6 tai li€u hoc tap

phap mat ma, x4c thuc va chit ky sb trong linh virc an toan mang.
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3. MUC TIEU CUA HQC PHAN POI VOI NGUOI HQC

Kién thirc:

Trang bj cho sinh vién céc kién thirc co ban vé an toan truyén thong trén mang Internet.
Niam duoc cac phuong phap mi hoa dbi ximg va ma hoa khoa cong khai, cac ki thuat xac
thuc va chir ky s6. Mot sd dich vu xéac thuc phé bién & mirc ung dung. Biét mot sb
phuong thitc chil yéu dam béo an toan thu dién tir, co ché an toan mang & mic IP va mot
s6 phuong thire chuan dam bao an toan cho cac giao tac trén Web.

Ky nang:

- Str dung cac giai thuat ma hoa, ma xac thuc thong bao va bam. Van dung suy luan toan
hoc danh gia do an toan hé théng.

- Phén tich phat hién cac yéu diém cua cac hé théng mang va cac hiém hoa tin
cong. Ap dung mot cach thich hop cac ki thuat an toan mang thong dung.

- Dé xuét va xay dung cac giai phap dam bao an toan truyén thong.

Phém chit dao dicc va trdch nhiém:

Nghiém tic, trach nhiém, chu dong, tich cuc, cham chi, can than.

4, CHUAN PAU RA HQC PHAN

Ma Mb ta CPR hoc phin 7 CDR ciia CTPT
CDbR Sau khi hoc xong mon hoc nay, nguoi hoc co thé:
Gl Vé kién thire
Nam duoc cac khai niém mang tinh chét co so caa linh vuc 1.1.2;1.13;1.2.1

G1.1.1|an toan mang, nguyén 1y hoat dong ctia cac giai thuat ma hoa
doi1 xtng hién dai.

Cung cép cac phuong thirc ma hoa lién hop nhiéu khéi va 1.2.3;1.3.2
Gl1.2|, . T s oA

cach thirc chung quan ly cac khoa bi mat.
G121 Biét mot s6 phuong thirc chu yéu dam bao an toan thu dién 1.4.2;1.4.3

"7 |t co ché an toan mang
G2 Vé k¥ niing

Str dung cac giai thuat ma héa, ma xac thyc thong bao va 2.1.3
G2.11 bém. Van dung suy ludn toan hoc danh gia do an toan h¢

thong.

Phan tich phat hién cac yéu diém cta cac hé théng mang va 2.1.4

G2.1.2 | cac hiém hoa tin cong. Ap dung mot cach thich hop cac k¥
thuat an toan mang thong dung.

G221 DéA xuat va xay dung cac giai phap dam bao an toan truyén 2.15
thong.

G222 Kha nang lam viéc theo nhom dé giai quyét cac van dé trong 2.15
an toan h¢ thong.

G3 Nang lwe tu chi va trach nhiém

G3.1.1|Reén luyén tinh chu dong trong hoc tap va rén luyén. 3.11

G321 Té?g hop cap nhét dugc nhiing thay doi yé hé diéu hanh, 3.2.1
nhirng xu hudng phat trién trong tuong lai.

G3.2.2| Thi hanh va tudn tha dao dirc nghé nghiép nganh CNTT 3.2.3
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NOI DUNG MON HOQC, KE HOACH GIANG DAY

Tuin
thw

Noi dung

So
tiet
LT

S6
tiet
TH

Tai liéu
hoc tap,
tham khao

Chuong 1. GIOI THIEU

1.1 Khdi niém an toan mang

1.2 Céc yéu té xdc ldp an toan théng tin
1.2.1 Céc dich vu an toan
1.2.2 Cac co ché an toan
1.2.3 Céac hinh thirc tan cong

1.3 M6 hinh an toan mang

1,2,3,4

Chuong 2. MA HOA POI XUNG CO PIEN
2.1. M6 hinh md héa déi xirng
2.2. Cdc hé ma héa thay thé cé dién
2.2.1. H¢ ma hoa Caesar
2.2.2. Hé¢ ma hoa don bang
2.2.3. H¢ ma hoéa Playfair
2.2.4. H¢ ma hoa Vigenére
2.2.5. H¢ ma hoa khoa ty dong
2.2.6. Hé ma hoa don mot 1an
2.3. Cac ky thudt mda hoa hoan vi o dién
2.4.1. H¢ ma hoa hang rao
2.4.2. Hé ma hoa hang

2.4. Ma héa két hop

1,2,3,4

Chuwong 3. MA HOA POI XUNG HIEN PAI
3.1. Nguyén Iy cua cdc hé ma héa khoi

3.1.1. Mang S-P

3.1.2. So d6 ma hoéa Feistel

3.2. Chudn ma héa dit liéu DES

1,2,3,4




3.3. Hé ma hoa 3DES

3.4. Chudn ma héa tién tién AES

3.5. Cdc hé ma héa khoi khac
3.5.1. Giai thuat IDEA
3.5.2. Giai thuat Blowfish
3.5.3. Giai thuat RC5
3.5.4. Giai thuat CAST-128

3.6. Cdc phwong thirc ma hoa lién hop
3.6.1. Phuong thirc ECB
3.6.2. Phuong thire CBC
3.6.3. Phuong thuc CFB
3.6.4. Phuong thirc OFB
3.6.5. Phuong thuec CTR

3.7. Trién khai chirc ndng ma héa

3.8. Quan Iy va phdn phéi khéa

1,2,3,4

Chuong 4. MAT MA KHOA CONG KHAI
4.1 Nguyén ly cua cdac hé mdt ma khoa cong khai

4.2 Hé ma hoa RSA

1,2,3,4

4.3 H¢ trao doéi khod Diffie-Hellman

4.4 Han ché ciia mat ma khod cong khai

1,2,3,4

Bai thao ludn (thwe hanh mén hoc) s6 1

Kiém tra dinh ky lan 1

1,2,3,4

Chwong 5. XAC THUC VA CHU KY SO
5.1 Khdi niém xdc thuc thong bdo

5.2 Ma xac thuc thong bao (MAC)

5.3. Ham bam

1,2,3,4




5.4 An toan ham bam va MAC
5.5 Chit ky s6

1,2,3,4
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Chwong 6. CAC UNG DUNG XAC THUC
6.1. He théng xdc thuc Kerberos

6.1.1. Djt van dé

6.1.2. M{t gidi phap don gian

6.1.3. M{t gidi phap an toan hon

6.1.4. Kerberos 4

6.1.5. Kerberos 5

1,2,3,4

11

6.2. Dich vu chung thyc X.509
6.2.1. Chutrc nang cua dich vu X.509
6.2.2. Khuon dang chimg thyc X.509
6.2.3. Xac minh ching thuc
6.2.4. Thu hoi chimg thuc

6.2.5. Cac thu tuc xac thuc dua trén X.509

1,2,3,4

12

Chuong 7. AN TOAN THU PIEN TU
7.1. Chuong trinh PGP
7.1.1. Chtic nang xac thuc
7.1.2. Chtic ndng bdo mat
7.1.3. Két hop xéc thuc va bao mat
7.1.4. Chtrc nang nén
7.1.5. Chtic nang tuong thich thu dién tu
7.1.6. Chtic nang phan va ghép
7.1.7. Quan 1y khoa
7.2. Chudan S/MIME
7.2.1. Cac chuc nang cia S/MIME

7.2.2. Cac théng bao SIMIME

1,2,3,4




7.2.3. X1t ly chting thuc

13

Chuwong 8. AN TOAN IP

8.1. Khai niem IPSec

8.2. Kién triic IPSec

8.3. Giao thuce xac thuec AH

8.4. Giao thuce xac thue/ma hoa ESP
8.5. Két hop cdc lién két an todn

8.6. Quan ly khoa

1,2,3,4

14

Chuwong 9. AN TOAN WEB

9.1. Dich vu an toan mirc giao van SSL
9.1.1. Kién triic SSL
9.1.2. Giao thirc chuyén doi ban ghi SSL

9.1.3. Céc giao thtrc chuyén dung cuia SSL
9.2. Giao thuc SET

1,2,3,4

15

Bai thao luin (thwc hanh mén hoc) s6 2

Kiém tra dinh ky ldn 2

1,2,3,4




6. MA TRAN MUC PO PONG GOP CUA NOI DUNG GIANG DAY PE PAT

PUQC CHUAN PAU RA CUA HQC PHAN

Micc 1: Thap
Mukc 2: Trung binh
Murc 3: Cao

Chuong Noi dung gidng day

Chuén diu ra hoc phan

1.1

G1.

G1.

1.2

G1.

2.1

G2.
1.1

G2.
1.2

G2.
2.1

G2.
2.2

G3.

1.1

G3.

2.1

G3.
2.2

Chwong 1: Gidi thiéu

1.1 Khai ni€ém an toan mang 2

1.2 Cac yéu t6 xac lap an toan
thong tin
1.2.1 Cac dich vu an toan 2
1.2.2 Cac co ché an toan
1.2.3 Céc hinh thirc tdn cong

1.3 M6 hinh an toan mang 2

Chuwong 2: M hod doi xieng co dién

2.1. M6 hinh mi hoa dbi xing

2.2. Cac hé ma héa thay thé c6
dién
2.2.1. H¢ ma hoa Caesar
2.2.2. Hé ma hoa don bang
2.2.3. Hé ma hoa Playfair
2.2.4. H¢ ma hoa Vigenere
2.2.5. H¢ ma hoa khoa ty dong
2.2.6. H¢ ma héa don mét lan

2.3. Cac k¥ thuat ma hoa hoan vi
coO dién

2.3.1. H¢ ma hoéa hang rao

2.3.2. H¢ ma hoa hang

2.4. Mi hoa két hop

NIN[N N

NIN[N N

NIN[N N

Chuwong 3: Ma hod doi xieng hién dai

3.1. Nguyén ly cua cac hé ma hoa
khoi

3.1.1. Mang S-P

3.1.2. So d6 ma héa Feistel

3.2. Chuan ma héa dit liéu DES

3.3. Hé ma hoa 3DES

3.4. Chudn ma héa tién tién AES

3.5. Cdc hé ma héa khéi khdc
3.5.1. Giai thuat IDEA
3.5.2. Giai thuat Blowfish
3.5.3. Giai thuat RC5
3.5.4. Giai thuat CAST-128

3.6. Cac phuwong thirc ma hoa




lién hop
3.6.1. Phuong thirc ECB
3.6.2. Phuong thuc CBC
3.6.3. Phuong thuc CFB
3.6.4. Phuong thuc OFB
3.6.5. Phuong thiac CTR

3.7. Trién khai chirc ndng ma héa

3.8. Quan Iy va phdn phéi khéa

Chwong 4: Mdt ma khod cong khai

4.1 Nguyén 1y cua cadc h¢ mat ma
khoéa céng khai
4.2 HE ma hoa RSA

43 Hé trao d6i khoa Diffie-
Hellman

4.4 Han ché ciia mat ma khod
cong khai

Chuwong 5: Xdc thwe va chii ky sé

5.1 Khai niém xac thuc thong bao

52 Ma xac thuc thong bao
(MAC)

5.3. Ham bam

5.4 An toan ham bam va MAC

5.5 Chir ky sb

Chwong 6: Cac irng dung xac thure

6.1. Hé théng xac thuc Kerberos
6.1.1. Dt van dé
6.1.2. Mot gidi phap don gian
6.1.3. Mot giai phap an toan
hon
6.1.4. Kerberos 4
6.1.5. Kerberos 5

6.2. Dich vu chung thuc X.509
6.2.1. Chtrc nang cua dich vu
X.509
6.2.2. Khuon dang chung thuc
X.509
6.2.3. Xac minh chiing thuc
6.2.4. Thu hdi chig thuc
6.2.5. Cac thu tuc xac thuc
dua trén X.509

Chwong 7. An toan thw dién ti

7.1. Chuong trinh PGP
7.1.1. Chtrc nang xac thuc
7.1.2. Chltic ndng bdo mat




7.1.3. Két hop xac thyuc va bao
mat

7.1.4. Chtic ndng nén

7.1.5. Chtic nang tuong thich
thu dién to

7.1.6. Chic nang phan va
ghep

7.1.7. Quan 1y khoa

7.2. Chudn S/MIME
7.2.1. Céc chuc nang cua
S/IMIME 2 | 2| 2
7.2.2. Céc thong bdo S/IMIME
7.2.3. X1 1y chiing thuc

Chuong 8. An toan IP

8.1. Khéi niém IPSec 2 | 2|72

8.2. Kién truc IPSec 21212

8.3. Giao thuc xac thuc AH 2 2 2

8.4. Giao thirc xac thuc/ma hoa 2 5 5

ESP

8.5. Két hop cac lién két an toan 2121212
8.6. Quan 1y khoa 2121212
Chuong 9. An toan Web

9.1. Dich vu an toan muc giao

van SSL

9.1.1. Kién trac SSL
9.1.2. Giao thirc chuyén déiban | 2 | 2 | 2 | 2 | 2 | 2

ghi SSL
9.1.3.Cac giao thuc chuyén
dung cua SSL

7. PHUONG THUC PANH GIA HQC PHAN

(vi tri ctia x tiy thudc theo modi tiéu chi trong CDR hoc phan can kiém tra danh gia dé
dam bao CPR cua hoc phan dép trng theo mong mudn cia CDR CTDT)

1T | Diém Quy dinh Chuin diu ra hgc phan

thinh (T pay a Wbl




G1.

1.1

G1.
1.2

G1.

2.1

G1.

2.2

G2.

1.1

G2.

1.2

G2.

2.1

G2.

2.2

G3.

1.1

G3.

2.1

G3.
2.2

biém
qua

trinh

(40%)

1. Kiém tra thudng
Xuyeén

+ Hinh thtec: Tham
gia thao ludn, kiém

tra 15 phut hoi dap.

+S6 lan: Toi thiéu
1 lan/sinh vién

+ Hé s: 1

2. Kiém tra dinh ky
lan 1

+ Hinh thue: Tw
luan.

+ Thoi diém: tudan
7.

+ Hé so: 2

3. Kiém tra dinh ky
lan 2

+ Hinh thuc: Tw
luan.

+ Thoi diém: tudan
15.

+ Hé so: 2

4. Kiém tra dinh ky
lan 3

+ Hinh thtrc: Nop
bai tap lon theo dé
tai ung dung.

+ Thoi diém: Tuan
15

+ H¢ s0: 2

5. Kiém tra chuyén
can

+ Hinh thirc: Diém
danh theo thoi gian
tham gia hoc trén
lop

+ Hé s6: 3

Piém
thi két
thac

+ Hinh thuce: Tw
luan

+ Thoi diém: Theo
lich thi hoc ky
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hoc |+ Tinh chét: Bdir

phém buge

(60%)

8.  PHUONG PHAP DAY VA HQOC

- Giang vién gidi thiéu hoc phﬁn, tai liéu hoc tap, tai li€u tham khao, cac dia chi
website dé tim tu liéu lién quan dén mon hoc. Néu noi dung cdt 18i ciia chuong va tong
két chuong, str dung bai giang dién tir va cac mé hinh gido cu truc quan trong giang day.
Tap trung hudng dan hoc, tuw vin hoc, phan hoi két qua thao luan, bai tap 16n, két qua
kiém tra va cac ndi dung 1y thuyét chinh mdi chuong.

- Céac phuong phap giang day c6 thé ap dung: Phuong phap thuyét trinh; Phuong
phap thao ludn nhom; Phuong phdp md phong; Phuong phap minh hoa; Phuong phap
miéu ta, 1am mau.

- Sinh vién chuan bj bai ting chuong, 1am bai tap ddy du, trau doi k¥ nang lam viéc
nhom dé chuén bi bai thao luan, lam cac cau hoi tric nghiém mau dé cung ¢d kién thue.

- Trong qua trinh hoc tap, sinh vién duogc khuyén khich dat cau hoi phan bién, trinh
bay quan diém, cic ¥ tudng sang tao mdi dudi nhiéu hinh thirc khac nhau.

9. QUY PINH CUA HQOC PHAN

9.1. Quy dinh vé tham dw 16p hoc

- Sinh vién/hoc vién ¢6 trach nhiém tham dy day du cac buéj hoc. Trong truong hgp nghi
hoc do 1y do bat kha khéang thi phai c6 gidy to chirng minh day du va hop 1y.

- Sinh vién vang qua 50% budi hoc du ¢ 1y do hay khong c6 1y do déu bi coi nhu khong
hoan thanh khéa hoc va phai dang ky hoc lai vao hoc ky sau.

- Tham du cac tiét hoc 1y thuyét

- Thuc hién déy du cac bai tap duoc giao trong cudn tai liéu hoc tap.
- Tham du kiém tra giira hoc ky.

- Tham dur thi két thiic hoc phan.

- Chua dong t6 chure thue hién gio tw hoc.

9.2. Quy dinh vé hanh vi 16p hoc

- Hoc phan duoc thuc hién trén nguyén tic t6n trong nguoi hoc va nguoi day. Moi hanh
vi 1am anh huéng dén qua trinh day va hoc déu bi nghiém cim.

- Sinh vién phai di hoc dung gi¢' quy dinh. Sinh vién di tré qua 15 phut sau khi gio hoc
bét dau s& khong dugc tham dy budi hoc.

- Tuyét d6i khong 1am 6n, gay anh hudng dén nguoi khac trong qua trinh hoc.

- Tuyét d6i khong dugc an udng, nhai keo cao su, st dung cac thiét bi nhu dién thoai,
may nghe nhac trong gio hoc.

10.  TAILIEU HQC TAP, THAM KHAO

10.1 Tai liéu hoc tap

[1]. TS Lé Van Phing, An toan thong tin, NXB Thong tin & Truyén Thong, 2018.
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10.2. Tai liéu tham khao

[2]. Thai Hong Nhi, Pham Minh Viét, An todn théng tin mang mdy tinh, truyén tin sé va
truyén dir liéu, NXB Khoa hoc va k¥ thuat, 2004.

[3]. D& Trung Tuén, An todn co s¢ dir liéu, NXB DH Qubc Gia Ha Noi, 2018.

[4]. Tran Buc Sy, Nguyén Van Tao, Tran Thi Luogng, Gido trinh an toan bao mdt dir liéu,
NXB DPH Thai Nguyén, 2015.

11.  HUONG DAN THU'C HIEN
v' Céc Khoa, B6 mon phd bién dé cuong chi tiét cho toan thé gido vién thuc hién.

v" Giang vién pho bién dé cuong chi tiét cho sinh vién vao budi hoc dau tién cua
hoc phan.

v Giang vién thuc hién theo dung dé cuong chi tiét da duoc duyét.

Ha Ngi, Ngay .... thdang .... nam 2018

Trwéng khoa Trwéng bo mon Nguwoi bién soan
(Ky va ghi rd ho tén) (Ky va ghi ro ho tén) (Ky va ghi rd ho tén)
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